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DETAILED ACTION 
Claim Rejections - 35 USC § 112 

1. The following is a quotation of the first paragraph of 35 U.S.C 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

Claims 1, 20, 21 are rejected under 35 U.S.C. 112, first paragraph, as failing to comply with the 
enablement requirement. The claim(s) contains subject matter which was not described in the 
specification in such a way as to enable one skilled in the art to which it pertains, or with which 
it is most nearly connected, to make and/or use the invention. By stating "determining if any of 
the bits attempted to be written to the memory are transmitted to someplace other than the 
memory", this examiner is unable to clearly understand it's meaning from the specification. 
Applicant needs to set forth clearer steps showing exactly how "bits attempted to be written to 
the memory are transmitted to someplace other. . ." is determined. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
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international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 1, 2, 6-9, 12-21 are rejected under 35 U.S.C 102(e) as anticipated by Patent No. 
6,449,720, Sprague et al. 

Regarding claim 1 , Sprague shows a method for identifying the existence of one or more 
unknown programs in a system, said method comprising the steps of: 

attempting to write a predetermined number of bits to a memory in the system, wherein 
the predetermined number of bits is based on size of the memory (Sprague, col. 3, line 9-11); 

determining if any of the bits attempted to be written to the memory are transmitted to 
someplace other than the memory (unknown application, Sprague, col. 3, line 50, 52-54); 

reading from the memory a number of bits equal to the predetermined number of bits 
attempted to be written to the memory (Computed MAC is compared, Sprague, col. 10, line 12- 
17); 

determining if the bits read from the memory match the bits attempted to be written to the 
memory (inspects, Sprague, col. 3, line 35-39); and 

determining that no unknown program is resident in the memory if the read bits match 
the bits attempted to be written (load) and that none of the bits attempted to be written were 
transmitted to someplace other than the memory (granted permission, col. 3, line 60-65). 

Regarding claim 2, Sprague shows claim 1 above, but fails to clearly show further the 
step of : 
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executing an application program if it is determined that no unknown program is resident 
in the memory (after determining applet is entitled to access. . . . runs the applet, Sprague, col. 3, 
line 36-41 ). 

Regarding claim 6, Sprague shows claim 1 above, and further comprising the steps of: 

assuring that an application program is signed (Sprague, MAC, col. 10, line 14-16); 

executing the application program if it is determined no unknown program is resident in 
the memory (Sprague, col. 15, line 17-20); and 

delivering a stream of bits to the system for use by the application program (perform 
functions, Sprague, col. 2, line 18-19). 

Regarding claim 7, Sprague show claim 1 above, and further show the method is repeated a 
predetermined number of times (attempt to load, Sprague, col. 13, line 19, 27-28). 

Regarding claim 8, Sprague shows claim 1 above, wherein the predetermined number of 
bits that are attempted to be written to the memory include a pseudo-random sequence of bits 
(cryptographic keys, Sprague, col. 6, line 22-23). 

Regarding claim 9, Sprague a system, comprising: 

at least one processor; a memory at least one storage device (Computer, RAM, Sprague, 
col 1, line 60-66), 

wherein the at least one storage device stores a program that the at least one processor 
executes to perform a method comprising the steps of: 

attempting to write a predetermined number of bits to the memory, where the 
predetermined number is based on size of the memory (Sprague, col. 3, line 9-11); 
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reading a number of bits from the memory that is equal to the predetermined number of 
bits attempted to be written lo the memory (Computed MAC is compared, Sprague, col 10, line 
12-17); and 

determining if the bits read from the memory match the bits attempted to be written to the 
memory (unknown application, Sprague, col. 3, line 50, 52-54); and 

a circuit that determines if any of the bits attempted to be written to the memory are 
transmitted to someplace other than the memory (granted permission, Sprague, col 3, line 60- 
65). 

Regarding claim 12, Sprague shows claim 9 above, and further show the at least one 
processor executes the application program if it is determined that no unknown program is 
resident in the memory (Sprague, col. 15, line 17-20), and wherein the system receives a stream 
of bits that are used by the application program (perform functions, Sprague, col. 2, line 18-19). 

Regarding claim 13, Sprague shows claim 12 above, wherein the application program is 
executed if it is determined that the application program is signed (Sprague, MAC, col. 10, line 
14-16). 

Regarding claim 14, Sprague shows claim 12 above, and further show the circuit further 
determines if any of the stream of bits received are improperly transmitted to someplace other 
than for use by the application program (determine if MACs are equal, Sprague, col. 13, line 23- 
29). 

Regarding claim 15, Sprague shows claim 9 above and further show at least one storage 
device storing the program and the circuit are included on a board in the system, and wherein a 
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bus interconnects the board, the memory, and the at least one processor (Sprague, col. 2, line 4- 
8). 

Regarding 16, Sprague shows claim 9 above and further show at least one storage device 
storing the program and the circuit are included on a Personal Computer (PC) card (Sprague, col 
6, line 14-18). 

Regarding claim 17, Sprague shows an apparatus for identifying one or more unknown 
programs in a system, said apparatus comprising: 

a storage device storing a program that a processor executes to perform a method 
comprising the steps of: 

attempting to write a predetermined number of bits to a memory in the system, reading a 
number of bits from the memory that is equal to the predetermined number of bits attempted to 
be written to the memory (Sprague, col. 3, line 9-11), and 

determining if the bits read from the memory match the bits attempted to be written to the 
memory (Computed MAC is compared, Sprague, col. 10, line 12-17); and 

a circuit that determines if any of the bits attempted to be written to the memory are 
transmitted to someplace other than the memory (granted permission, Sprague, col. 3, line 60- 
65). 

Regarding claim 18, Sprague claim 17, and further show the apparatus is a Personal 
Computer (PC) card for use in a computer (Sprague, col. 6, line 14-18). 

Regarding claim 19, Sprague claim 17, and further show the apparatus is a board for use 
in a computer (Sprague, col. 6, line 14-18). 
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Regarding claim 20, Sprague shows an apparatus for identifying one or more unknown 
programs in a system, said apparatus comprising: 

a circuit that attempts to write a predetermined number of bits to a memory in the system, 
reads a number of bits from the memory that is equal to the predetermined number of bits 
attempted to be written to the memory (Computed MAC is compared, Sprague, col 10, line 12- 
17), determines if the bits read from the memory match the bits attempted to be written to the 
memory (inspects, Sprague, col. 3, line 35-39), and determines if any of the bits attempted to be 
written to the memory are transmitted to someplace other than the memory (unknown 
application, Sprague, col. 3, line 50, 52-54). 

Regarding claim 21, Sprague shows a system, comprising: 

means for determining if any of the bits attempted to be written to memory are 
transmitted to some place other that the memory (determine if MACs are equal, Sprague, col. 13, 
line 23-29); 

the system, wherein the predetermined number of bits is based on size of the means for 
reading from the memory a number of bits that is equal to the predetermined number of bits 
attempted to be written to the memory (Sprague, col. 3, line 9-1 1); 

means for determining if the bits read from the memory match the bits attempted to be 
written to the memory (inspects, Sprague, col. 3, line 35-39); and 

means for determining that no unknown program is resident in the memory if the read 
bits match the bits attempted to be written to the memory (load) and that none of the bits 
attempted to be written to the memory are transmitted to someplace other than the memory 
(granted permission, col. 3, line 60-65). 
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3. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 3, 4, 10, 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over Patent No. 

6,449,720, Sprague et al. in view of Patent No. 6,330,670, England et al. 

Regarding claim 3, Sprague shows claim 2 above, but fail to further show comprising the 
steps of: 

receiving video data from a server and displaying the video data using the application 
program. 

However, England teaches a digital rights management operating system that protects 
right-managed data, such as downloaded content (receiving video data from a server), from 
access by untrusted programs while data is loaded into memory as a result of the execution of a 
trusted application (program) that accesses the memory (England, col. 4, line 1-5). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Sprague as per teaching of England to include digital rights management 
operating system that protects the rights of the content provider (England, col 3, line 57-58). 
Furthermore, it would have been obvious that the data received from the server would be 
targeted for the appropriate application in Sprague (main application program, Sprague, col. 2, 
line 11). 
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Regarding claim 4, Sprague shows claim 2 above, but fail to further show comprising the 
steps of: 

receiving information regarding reading material from a server; and 
displaying the reading material using the application program- 
However, England teaches a digital rights management operating system that protects 
right-managed data, such as downloaded content (receiving reading material data from a server), 
from access by untrusted programs while data is loaded into memory as a result of the execution 
of a trusted application that accesses the memory (England, col. 4, line 1-5). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Sprague as per teaching of England to include digital rights management 
operating system that protects the rights of the content provider (England, col. 3, line 57-58). 
Furthermore, it would have been obvious that the data received from the server would be 
targeted for the appropriate application in Sprague (main application program, Sprague, col. 2, 
line 11). 

Regarding claim 10, Sprague shows claim 9 above, but fail to further show wherein the at 
least one storage device stores an application program that the at least one processor executes to 
perform a method comprising the steps of: 

receiving video data from a server; and 

displaying the video data, wherein the application program is only executed if it 
determined that the bits read from the memory match the bits attempted to be written to the 
memory and that none of the bits attempted to be written to the memory are transmitted 
someplace other than the memory. 
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However, England teaches a digital rights management operating system that protects 
right-managed data, such as downloaded content (receiving video data from a server), from 
access by untrusted programs while data is loaded into memory as a result of the execution of a 
trusted application (program) that accesses the memory (England, col 4, line 1-5). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Sprague as per teaching of England to include digital rights management 
operating system that protects the rights of the content provider (England, col. 3, line 57-58). 
Furthermore, it would have been obvious that the data received from the server would be 
targeted for the appropriate application in Sprague (main application program, Sprague, col. 2, 
line 11). 

Regarding claim 11, Sprague shows claim 9 above, but fails to further show wherein the 
at least one storage device stores an application program that the at least one processor executes 
to perform a method comprising the steps of: 

receiving information regarding reading material from a server; and 

displaying the reading material, 

wherein the application program is executed if it is determined that the bits read from the 
memory match the bits attempted to be written to the memory and that none of the bits attempted 
to be written to the memory are transmitted to someplace other than the memory. 

However, England teaches a digital rights management operating system that protects 
right-managed data, such as downloaded content (receiving reading material data from a server), 
from access by untrusted programs while data is loaded into memory as a result of the execution 
of a trusted application that accesses the memory (England, col. 4, line 1-5). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Sprague as per teaching of England to include digital rights management 
operating system that protects the rights of the content provider (England, col. 3, line 57-58). 
Furthermore, it would have been obvious that the data received from the server would be 
targeted for the appropriate application in Sprague (main application program, Sprague, col. 2, 
line 11). 

Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Patent No. 6,449,720, 
Sprague et al in view of Patent No. 6,357,028, Zhu. 

Regarding claim 5, Sprague shows claim 2 above, and further show comprising the steps 

of: 

receiving, from a server, a stream of bits for use by the application program (Sprague, 
col. 5, line 34-36); 

determining if any of the bits are improperly transmitted to someplace other than for use 
by the application program (determine if MACs are equal, Sprague, col. 13, line 23-29); and 

but fail to show transmitting a message to the server if it is determined that any of the bits 
are improperly transmitted. 

However, Zhu teach to encode the video data in this manner and then send the data, upon 
receiving the error correction request message from server (client), transmitting terminal (server) 
stops encoding and packet izing the video data (Zhu, col. 10, 35-37). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Sprague as per teaching of Zhu to gain the benefit of error correction and 
concealment during such transmission (Zhu, col. 1, line 9-10). 

Conclusion 

4, Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mossadeq Zia whose telephone number is 703-305-8425. The 
examiner can normally be reached on Monday-Friday between 8:30am - 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Greg Morse can be reached on 703-308-4789. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Mossadeq Zia 
Examiner 
Art Unit 2134 
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